WE ARE THE LOOP

POLICY: | Privacy Policy

Policy Statement

The Loop is committed to protecting the rights and privacy of service users, volunteers, staff, Trustees
and other stakeholders, where personal data is held, in accordance with the General Data Protection
Regulation (GDPR). The Regulation, effective from 25t May 2018, protects the rights and privacy of
individuals and gives more control over how data is used and gathered, giving better protection
overall of personal data.

Where The Loop holds data about a transgender person’s previous name(s), gender history or trans
identity is protected from disclosure as defined in the Gender Recognition Act 2004. This applies, to
individuals who are in receipt of or are in the process of applying for have, or have applied for, a
Gender Recognition Certificate (GRC).

In carrying out the work of The Loop personal data is recorded and processed about people who
receive advice or support services from us; people who participate in research and evidence-building,
about those who attend our training courses or activities and events; about visitors to our website;
about those who work for us; and about those who support us through donations, other fundraising
activities or volunteering.

We are committed to protecting personal data and being transparent about what information we
hold. This Policy has been developed to help set out how personal data will be treated.

It’s important that everyone we work with knows about, and has confidence and trust in, how we
record and process their personal data. We are committed to ensuring that we use the information
shared with us in accordance with all applicable laws concerning the protection of personal data.

Who this policy covers

The Policy applies to staff, volunteers and Trustees and covers any person who has provided their
personal data to The Loop, be they staff, volunteers, service users, or third parties.

1. Principles

1.1 This Policy sets out:

e what information we may collect about individuals;
where we collect personal data from;

why we collect personal data;

the legal basis for processing personal data;

who we may share personal data with;

how we keep personal data secure;

how long we keep personal data;

updating and accessing personal data;

data breaches and more information.

1.2 By signing up as a supporter to The Loop, as a donor, media partner, or volunteer, using our
services, accepting and signing a Contract of Employment, the respective Privacy Notice is
deemed to be accepted and authorisation given to The Loop to collect, store and process
personal data in the ways set out. Data processing may include obtaining, recording,
retaining, disclosing, destroying, or otherwise using data.

The Loop Drug Checking Service / Address: 75-77 Ardwick Green N, Manchester M12 6FX /
Email: info@wearetheloop.org Registered Charity Number: 1200533 (Registered in England and Wales




WE ARE

THE LOOP

1.3

The Loop is registered as a data controller with the Information Commissioner’s Office under
the Data Protection Act 2018 under the registration number ZB453850.

1.4

Within the context of this Privacy Policy, ‘we’, ‘us’, or ‘our’ refers to The Loop.

15

The CEO is accountable for ensuring that all personal data is processed in compliance with
this Policy.

What information do we collect about individuals?

Non-personal information: This type of information does not identify the individual, but it
does help us to improve our services. When visitors look around our website, we record
things like their IP (internet protocol) address — the unique number of the device being using
to access our website, which pages are visited (on our website only), when they were visited,
and the type of device being used. This information helps us create a better experience for
everyone who uses our website. Examples of the type of information that can be collected
using an IP address include the type and version of browser, and the location from which the
site is being accessed. This helps us improve how our page templates appear and change
content to make it relevant to our website visitors.

2.2

Personal information: This means any information that may be used to identify individuals,
such as:

e full name.

e contact details including postal address, telephone number(s) and email address.

e bank details if it is a donor or, for example, if we need to pay expenses to a volunteer.
records of correspondence and engagement with us and any membership held with us.
donation history and Gift Aid details.

information which may have been entered on The Loop website.

occupation or other biographical information.

other information shared with us.

details of advice or support received.

We sometimes also collect sensitive information about individuals. This includes information
about health, religion, sexuality, ethnicity and criminal records (DBS checks). We will normally
only record this data where we have explicit consent, unless we are permitted to do so in
other circumstances under data protection law. For example, we may make a record that a
person is in a vulnerable circumstance to comply with legal requirements/safeguarding.

2.3

Children and young people: Protecting children's privacy is paramount. However to deliver a
service we may need to collect and manage personal data about children and young people
and aim to manage it in a way which is appropriate to the age of the child.

Information is usually collected where we may be working with a parent or guardian, and in
relation to a safeguarding concern or disclosure. In these circumstances of concern and risk,
consent is not required from the young person or parent/guardian. The information will be
collected and managed sensitively and securely.
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3. Where we collect personal data from?
We collect information in the following ways:
3.1. When it is given to us DIRECTLY: We collect personal information for many reasons, for

example to provide a service, to enable employment, to communicate information and send
information that’s has been requested, to complete research, and process donations.
Depending on how individuals interact with us, we may process data when they:

e register on our website to receive updates from us;

e request a service from us such as drug checking and harm reduction advice;

e become a volunteer or trustee;

register for our training courses, events or activities;

fundraise on our behalf;

donate to us or allow us to claim Gift Aid on donations;

apply for jobs or volunteer opportunities, or act as a freelancer for us; complete a survey
or take part in research; or give personal data to us.

This information may be collected via any paper forms that are completed, telephone
conversations, emails, face-to-face interactions, digital forms completed via our website,
online surveys, third-party companies and websites such as JustGiving, publicly available
sources, or communication via social media. Our donations and payment pages are provided
by third party secure payment processors.

3.2 When it is given to us INDIRECTLY: Information may be shared with us by independent event
organisers, for example the Festival Awards or fundraising sites like JustGiving or Virgin
Money Giving. These independent third parties will only share personal data when the
individual has indicated that they wish to support The Loop and with their consent. We may
also receive information from online services such as Facebook or Twitter if permission has
been given to share this with us.

33 When permission is given to OTHER ORGANISATIONS to share personal data or it is
available publicly: We may combine information provided to us with information available
from external sources in order to improve our services or fundraising approaches. This
information could come from social media accounts, for example Twitter or Facebook and we
may also access information available publicly, such as via Companies House or information
that has been printed in newspapers.

34 When it is collected at the time of using our WEBSITE or SOCIAL MEDIA: Like most websites,
we use cookies to help us make our website better. Cookies mean that a website will
remember an individual. They’re small text files that websites transfer to a computer, phone
or tablet. They make visits to websites faster and easier, for example by automatically filling
in name and address in the text fields.

We use cookies, like most websites, to help us provide the best experience when visiting our
site. Some cookies are essential to the smooth running of our website, for example our
donations pages rely on them. Other cookies allow us to understand how visitors are
interacting with our website, so that we can improve it.
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Why we collect personal data?

Service users: Where anyone is receiving a service from us, or volunteering with us, we will
need to process personal data because of the specific relationship with us. We collect
information relevant to the service accessed and received, and whenever possible the service
received and data stored will be anonymised and non-attributable. This means that we can
keep the information provided to see the history and relevant details of our work, and the
interactions that have taken place, but not attribute to individuals unless you have given us
consent to do so.

When we work either face to face or by phone with service users relevant notes may be
taken of the information that is given to us and to you and recorded. Where communication
is by email, these will be recorded on our datasystem. This information is used to enable us
to provide the most appropriate and relevant service. It is also used for quality assurance,
complaint investigations, to support our policy work and research, to fulfil our obligations to
our funders, and for anonymised statistical reporting. Individuals are informed of this before
any data collection occurs.

We keep service users and volunteers up to date about our activities, including events,
training, information sessions, volunteering opportunities, campaigns and fundraising events.
We use a range of methods to keep in touch including our website, social media, email,
telephone calls and occasionally by post. We will always gain consent to make contact and
request contact preferences.

Individuals can withdraw consent, unsubscribe, or update their contact preferences at any
point.

4.2

Supporters: We often keep our supporters, donors or other stakeholders up to date about
our activities, forthcoming events or meetings, campaigns and fundraising events. We will
always gain consent to make contact and request contact preferences. We use a range of
methods to contact our supporters, including our website, social media, email, telephone and
occasionally by post.

4.3

Job or volunteer applicants: When applying for a job or volunteer opportunity with The
Loop, personal data will be collected to monitor the progress of the application. Where we
need to share personal data, for example to gather references, individuals will be informed
beforehand unless the disclosure is required by law. These checks are only done after an
employment or volunteer opportunity has been offered to the successful candidate. Personal
data about unsuccessful applicants is held for 6 months. Data can be removed before this if a
request is made.

4.4

Employed staff: To enable The Loop to meet it’s legal employment obligations to staff,
collection and use of personal data is required. Staff have the same rights of access to their
data as any other individual where personal data is held.

The Loop Drug Checking Service / Address: 75-77 Ardwick Green N, Manchester M12 6FX /
Email: info@wearetheloop.org Registered Charity Number: 1200533 (Registered in England and Wales




WE ARE

THE LOOP

Our legal basis for processing personal data

We must have a lawful basis to collect and use personal data under data protection law. The
law allows for six ways to process personal data. The Loop processes data on the basis of:

a person’s consent, for example, to send a newsletter by email;

a contractual relationship, for example, to provide goods or services that have been
purchased from us;

processing that is necessary for compliance with a legal obligation, for example
accounting data, information needed to process a Gift Aid declaration, or to carry out due
diligence on large donations;

The Loop’s legitimate interests; personal data may be legally collected and used if it is
necessary for a legitimate interest of the organisation using the data, if its use is fair and
does not adversely impact the rights of the individual concerned. When we use personal
information, we will always consider if it is fair and balanced to do so, and if it is within
reasonable expectations. We will balance personal rights and our legitimate interests to
ensure that we use personal information in ways that are not unduly intrusive or unfair.
Our legitimate interests include:

charity governance: including delivery of The Loop’s charitable purposes, statutory and
financial reporting and other regulatory compliance purposes;

administration and operational management: including responding to solicited enquiries,
providing information and services, research, events management, administrating
recruitment processes for staff, volunteers and freelancers; and

fundraising and campaigning: including administering campaigns and donations, sending
thank you letters, analysis and developing communication strategies.

Who we may share personal data with

Personal data may be shared internally, with staff members (employees and volunteers) for
purposes including service and project administration and delivery, HR, health and safety,
insurance, events and fundraising activities.

6.2

Personal data will not be shared with a third party — except where:

it is in connection with supporting the CRM system and IT network

a professional adviser may be party to confidential discussions related to an individual
we are required to do so by law, for example to law enforcement or regulatory bodies
where this is required or allowed under the relevant legislation;

it is necessary to protect the vital interests of an individual —i.e. to protect someone’s
life, and in line with our Safeguarding Policy;

we have obtained consent;

external auditors, such as quality assurance auditors, need to check records for
compliance purposes. All auditors are bound by our confidentiality policies.

We will never share or sell personal data to a third-party organisation for marketing,
fundraising or campaigning purposes.
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How we keep personal data secure

The Loop takes the security of personal data seriously. Internal policies and controls are in
place to protect personal data and to prevent loss, accidental destruction, alteration, misuse,
disclosure, or unauthorised access. Where necessary we implement appropriate network
access controls, user permissions and encryption to protect data. For example, using trusted
third-party suppliers to provide secure pages on the website for financial transactions such as
making a donation.

7.2

The Loop recognises that sending information via the internet is not completely secure, and
although we will do our best to protect personal data, we cannot guarantee the security of
the data sent to our website on standard pages. Once information has been received,
procedures and security features are in place to try to prevent unauthorised access.

How long we keep personal data

We will only retain personal information for as long as necessary to fulfil the purposes for
which it was collected. The length of time personal data is kept, depends on the reasons for
processing it, on the law or regulations that the information falls under, such as financial
regulations, Limitations Act, Health and Safety regulations, or on any contractual obligation
which may be in force, such as with government contracts.

8.2

Data will be retained in line with the organisations Record Retention Policy. Once the
retention period has expired, personal data will be confidentially disposed of or permanently
deleted.

Updating and accessing personal data

Where consent has been given for The Loop to use personal data, there is always a right to
withdraw consent at any time.

9.2

If changes are made to consent, records will be updated as soon as we possibly can. Email
communications will be stopped immediately where unsubscribe is clicked or if
communication preferences are updated online.

Requests for updates to contact preferences received by email, given by phone or in person
may take up to 30 calendar days to process, including stopping any postal communications.

9.3

Individuals have a right to access their personal data and to have any inaccuracies corrected.
There is no fee to pay for accessing personal data. However, if it is believed that the request
is unfounded, or excessive, a reasonable charge may be made or a refusal to comply with the
request given. Where an individual wishes to exercise these rights, they may need to prove
their identity with two pieces of approved identification. Any request will receive a response
within 30 calendar days.

9.4

Individuals also have the right to request that personal data is erased; to object to the
processing of their personal data and for a restriction on processing their personal data. Any
request will receive a response within 30 calendar days.

10.

Breaches of the Policy and finding out more

10.1

Any suspected breaches to this Policy will be reported to the CEO, as the person accountable
for ensuring compliance with this Policy.
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10.2 Where an individual believes that The Loop has not complied with their data protection
rights, they can complain using The Loop’s Complaint Policy and/or to the Information
Commissioner (ICO) at www.ico.org.uk/for-organisations/guide-to-the-generaldata-
protection-regulation-gdpr.

10.3 If the individual feels the complaint has not been satisfactorily resolved internally, they can

contact the ICO on 0303 123 1113 or via their website: http://ico.org.uk/global/contact-us. If
the ICO agrees there has been a data breach, they will inform the individual and The Loop of

associated next steps and/or actions.

End of Privacy Policy.
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